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whose motto was: “stopped by neither snow, rain, heat, or gloom of night “.

CYRVS

PostgreSQL &= Web-Cyradm

redhat. LINUX

Installation Howto
By Andrew Koros



Postfix+Cyrus+PostgreSQL+Web-cyradm+RedHat Howto
Prepared by Andrew Korosandkoros@yahoo.com>
Last updated on 13Aug 2003 for web-cyradm-0.5u4ing md5 passwordgpstfix-2.0.13vith proxymaps

and SMTP AUTH instructions

Table of Contents

Copyright & DISCIAIMET ... e e 3
L0 =T [T OR OO PR PR 3
T a1(geTe [UTo{1 o] o H PP PR TP PPUPRO 4
Prepare YOUT LINUX SEIVET ...ttt ettt et e nn e e e neenns 5
Notes on Postfix+ext3 performance tUnNiNg ..o 5
SOftWare REQUIFEMENTS ...ttt eh et e e ebe e s s e nss e e e e saneaes 6
RPIM PACKAGE LIS ...ttt ettt sr et e e e enne e e neenne e 6
INSEAllAtioON PrOCEAUIE ...ttt e n s 7
PaM PGSOl e et n e 8
CoNFIGUIALTION FIIES ...t e e 9
POSIGIES QL. 9
PO_NDA.CONT e e rr e n s 9
Cyrus Sasl CONfIQUIALION ..........iiiiiiiiiiie et e eesnrenee s 11
Cyrus IMap CoNfIQUIALION  ......oiii et er e e n e ane s 14
Pam_pgsql CoONfIQUIAtION ..o e 16
WED-CYFAOIM ettt et h e eh e et et e e e he e b e e e e e e snee e neeanneenes 17
DAtabaSE SCIIPLS ....eoiiiiiiiiiie ettt et s sbe e n e enne e e 17

Note about upgrading from older VErsionS ... 17

USING MAS PASSWOITS ....coieeiiiiiiiiieitie ettt et sbe s e sae e s e s e s eneenneas 18
Web-Cyradm Configuration ... 19
POSEiX CONFIGQUIALION ... ettt nr e 21
SeCuUrity CONSIAEIALIONS  .....coiiiiiiiieeie ettt ettt b e ear e e sbe s e enneenneas 28
TrOUDBIESNOOTING ..ot e e e s ere e nn e nnne s 29
ROULINE TASKS ...t e rr et e b e s e ne e nre e 31
FINal WOrdS Of AGVICE ...t ettt et ens 32
AAITIONAI THBAS ...t et s et es e b e s e e e e annenee s 32
Y o] 01T 0 To [ TPV T PP PRPPTPRTPRRPPRPS 33
SECTION | - REANAL O NOLES ..o sn e e 33
SECTION II -Upgrading RedHat 9 PEARDB.........cocoiiiiiieeeeeee e 33
SECTION I -MYSQL rpmM NOTES ...t 34

R ETBIENCES ...ttt e et e e e e e e e e ee e e e e e ee e e e e e e e e e e e e e eeeeeean e e enerenaaans 36



Copyright & Disclaimer

This document is copyright(c) 2003 Andrew Koros and it is a FREE document. You may
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The information herein this document is, to the best of Koros's knowledge, correct at the time of
writing. However, all software discussed here is written by humans and thus, there is the chance
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losses by using the information on this document. i.e.

THE AUTHORS AND ALL MAINTAINERS ARE NOT RESPONSIBLE FOR ANY DAMAGES
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Introduction

Web-Cyradm was intended as a tool for managing multiple virtual users and domains on a cyrus-
imapd server. This it does by creating virtual users that don't exist in the unix system but only in the
imap/pop server's system. This docunscigcribesow to achieve this with postgresql and postfix

on a RedHat Linux System.

There are two ways that web-cyradm supports virtual users. One is of the type "domainOxx" where
X is a number, and the other is of the type "username.domain.tld". The second type is only possible
if the option 'Unixhierarchysep: yes " is set in theetc/imapd.conf. | like the second

scheme because the account names are easier to remenfbgudately for cyrus-imapd versions
before 2.1.12 the second scheme doesn't seem to work with sieve(the server-side mail filtering tool
included with cyrus-imapd). So if you intend to use sieve you may be better placed with the former
or make sure you are usiogrus-imapd-2.1.12r newer. However you can always map the

IMAP/POP usernames to a better scheme usingendition IMAP/POP proxy server (see the

Additional Ideas Section at the end of the document). A full-featured, built-in virtual domain

support is scheduled to be in the version 2.2.x series of cyrus-imapd.

Since the users don't exist in the UNIX account, any requests to the imap server are first
authenticated by pam which uses two modules, the pam_unix and the pam_pgsql. It checks the
pam_unix first whichoff coursedoesn't find the account (because its

virtual) then ittriespam_pgsqgl which finds the account in the postgresql database.

This howto will give you virtual accounts of the type "user.domain.example" which means the
usernames fdogginginto the imap/pop server will be of the type "user.domain.example"” but the
respective addresses will be "user@domain.example”

The web-cyradm in this howto will create cyrus mailboxes of the form
"user/username.domain.example" and therefore when a user creates his IMAP folders they will
appear internally to cyrus-imap as:

"user/username.domain.example"

"user/username.domain.example/Drafts"

"user/username.domain.example/Sent"

"user/username.domain.example/Trash"

where 'User/username.domain.example " will be the "INBOX".



Prepare your Linux Server

If you are just experimenting on postfix + cyrus-imapd or you are new to tweaking linux
filesystems then you may just use the default RedHat file system settings and ignore this page

(Or put in geek terms, this section is NOT for “newbies”, OK? ).

If you intend to run postfix + cyrus-imapd on a production server with a substantial number of users
who receive lots of mail per day You advisedo make a few considerations and tweaks:
1. The IMAP service is very I/O intensive because the mail is beiagipulatedn the server©s disks. It is
recommended that you use seperate physical diskeaidlib/imap and /var/spool/imap
On the other hand if it is not possible then use the fastest disk you havearfspool/imap and
Ivarl/lib/imap
2. With ext3 mountvar/spool/imap and /var/lib/imap with noatime option and
data=ordered  mode (the default)
3. The bulk of the mail data goes/ar/spool/imap therefore assign disk space according to the
number of users you intend to host. (>10GB for 500 users each with a 20 MB quota.)
4. Create aseparatartition for/var/spool/postfix on a fast disk. The size can be between
256MB and 1000MB or more depending on your maximum possible queue size .
Notes on Postfix+ext3 performance tuning *
mount/var/spool/postfix in data=journal,noatime (full journal mode and noatime.
IMPORTANT: use the latest RedHat errata kernel to avoid known bugs in this Bede.
https://rhn.redhat.com/errata/RHBA-2002-292.html )
mount/var/log in data=ordered mode  (the default)
chattr -R -S /var/spool/postfix

You may optionally add the following to the end of yfetc/rc.sysinit file:
echo 40 0 0 0 60 300 60 0 0 > /proc/sys/vm/bdflush
/sbin/hdparm -WO0 /dev/hda (To disable write cache)
/sbin/elvtune -r 4096 -w 8192 /dev/hdax (where %" is the letter containing the
Ivar/spool/postfix partition)
So a sampléetc/fstab file would look like the one below. (It doesn©t have to be _exactly_ like this,

this is just an example OK? ). It is best that you do the partitions and mount points at install time for
simplicity then edit the mount options later

### letc/fstab
LABEL=/ / ext3 defaults 11
LABEL=/boot /boot ext3 defaults 12
LABEL=/home /home ext3 defaults 12
none /proc proc defaults 00
none /dev/ishm tmpfs defaults 00
LABEL=/usr usr ext3 defaults 12
LABEL=/var Ivar ext3 noatime,;rw 12
LABEL=/var/spool/postfix /var/spool/postfix ext3 noatime,rw, data=journal 12
/dev/hda8 swap swap defaults 00
/dev/icdrom  /mnt/cdrom is09660 noauto,owner,user,kudzu,ro 0 O
/dev/fdO /mnt/floppy auto noauto,owner,user,kudzu 0 0




Software Requirements

. RedHat Linux 7.1,7.2,7.3, 8(@ested with 7.3 and 8.(Please reacRedHat 9 Notes at the Appendix)

. postfix-2.0.13 rpms (http://mwww.wl0.org/~sjmudd/postfix/en/) sources ( http://www.postfix.org)

. cyrus-imapd-2.1.x rpms (http://home.teleport.ch/simix/), (sources can be found at

http://asg.web.cmu.edu/cyrus/imapd/)

4. cyrus-sasl-2.1.xpms (http://home.teleport.ch/simix/), (sources can be found at
http://asg.web.cmu.edu/cyrus/imapd/)

5. mhash-0.8.17pms athttp://home.teleport.ch/simix/RPMS/Cyrus-imapd/contaid tarball
sources athttp://mhash.sf.ngt

6. PostgreSQL-7.2.x rpmgese are include with the RedH#f)you have RedHat 9 or you need the features of
PostgreSQL-7.3.x then please seeTitmibleshooting section and th®edHat 9 Notes at the Appendix at the
end of this documen)*.

7. pam-pgsql-0.5.2pms athttp://home.teleport.ch/simix/RPMS/Cyrus-imapd/contaibd tarball
sources a (http://sourceforge.net/projects/pam-pgsql)

8. Apache with php-modules (these are include with the RedHat Distribution)

9. php-pgsql (these are include with the RedHat Distribution)

10web-cyradm-0.5.4http://www.web-cyradm.org)

WN

Except for the rpms which shipped with RedHat Linux, | built all the rpms from srpm packages as
detailed later in the @Installation Procedure” section below.

N.B.

RedHat 8.0 now includes cyrus-sasl-2.x rpms. Please use them if you are using RedHat 8.0 or
newer, to avoid unnecessary compiling/rebuilding of srpms. Also alvegk ¢or the latest

RedHat Errata packages from https://rhn.redhat.com/errata/ for your respective RedHat Linux
version.IMPORTANTThe rpm-build-x.x.xpackage must be installed in order to build rpms

Building the srpm for cyrus-imapd from http://home.teleport.ch/simix/ will genpeatecyrus-
2.1.x cyrus-imapd-utils-2.1.x, cyrus-imapd-deveyrus-imapd-murder-2.2 and cyrus-imapd-
2.1.x rpms. (Similarly building cyrus-sasl srpm will generate all the cyrus-sasl rpms)

RPM Package List
mhash-0.8.17-1.i386.rpm
mhash-devel-0.8.17-1.i386.rpm
postgresql-7.2.3-5.80.i386.rpm
postgresqgl-server-7.2.3-5.80.i386.rpm
postgresql-devel-7.2.3-5.80.i386.rpm
postgresql-libs-7.2.3-5.80.i386.rpm
pam-pgsql-0.5.2-5.i386.rpm
cyrus-sasl-devel-2.1.10-1.i386.rpm
cyrus-sasl-plain-2.1.10-1.i386.rpm

10. cyrus-sasl-md5-2.1.10-1.i386.rpm

11. cyrus-sasl-2.1.10-1.i386.rpm

12. cyrus-imapd-devel-2.1.13-4.i386.rpm
13. cyrus-imapd-2.1.13-4.i386.rpm

14. cyrus-imapd-utils-2.1.13-4.i386.rpm
15. perl-Cyrus-2.1.13-4.i386.rpm

16. cyrus-imapd-murder-2.1.13-4.i386.rpm
17. postfix-2.0.13-3.pgsql.sasl2.tls.rh8 . 1386.rpm

18 apache-1.3.2x.i386.rpm (RedHat 7.x) or 2.0.4x.i386.rpm (RedHat 8.0 and newer)

19 php-4.x.x-X.X.X.i386.rpm (tested on 4.1.x and 4.2.x)
20. php-pgsql-4.x.x-x.x.X.i386.rpm

21 php-imap-4.x.x-X.X.X.i386.rpm (Optional if you want a web based email client like
squirrel-mail see httpwww.squirrelmail.org/) also included with RedHat 8.0 and newer

COoNOUAWNE

1 This could be modified to work with any rpm based Linux or FreeBSD OS if you use their repective packaging
tools.



Installation Procedure

Except for the postfix rpm, install all the above rpms for your RedHat Linux Distribution. | found it
easier to build the rpms from source rpms to adeipendencgonflicts but you will need a number
of development packages installed first like gcc,make,glibc-devel autocoef2t3,

To build from source rpms (srpm) , preferably as a non-root user, prepare your $HOME/rpm
directory (as shown for postfix below), then use the following command on RedHat 7.x

rpm --rebuild <package-name>-x.X.X-X.Src.rpm
Or for RedHat 8.0 or newer

rpmbuild --rebuild <package-name>-x.x.x-x.src.rpm

To install the built rpms do:
rpm -Uvh <package-name>-x. X.X-X.i386.rpm

You must build postfix from the source rpm because the default postfix does not include the
postgresql database lookup patch. Obtainegdis#ix-2.0.13source rpm which includes the patch
from http://postfix.wl0.org/ftp/SRPMS/ (Note that version 2.x of postfix is a must duy

want proxymaps an8MTP-AUTH sipport with sasl2)

Build it as follows:

As root install thepostgresql-devgbackage and the other postgresql rpms (see the above
list) , cyrus-sasl-devel-2.1 andopenssl-devel (optional) for TLS suppdralso noticed that the
postfix source rpms fromtp:/postfix.wl0.org/ftp/SRPMS/ may require thaopenldap-
develpackages be installed.

Prepare your $SHOME/rpm directory:
(Note: the next few steps must be done asraroot user!)
In you home directory do:

mkdir -p $HOME/rpm/RPMS/i386

mkdir SHOME/rpm/SRPMS

mkdir SHOME/rpm/SPECS

mkdir $HOME/rpm/SOURCES

mkdir $SHOME/rpm/BUILD

echo "%_topdir $HOME/rpm" >$HOME/.rpmmacros

Install the source rpm for postfix:
rpm -ivh postfix-2.0.13-3.src.rpm
cd ‘rpm --eval '%{ sourcedir}”
export POSTFIX_PGSQL=1

export POSTFIX_SASL=2 # This is optional but is needed for SMTP-AUTH
# must have cyrus-sasl-devel-2.1.x installed
export POSTFIX_TLS=1 # This is optional if you want TLS support you

# must have openssl-devel installed
#export POSTFIX_PCRE=1 #(optional) pcre maps support (pcre-devel required)
# It's useful when using amavisd-new SPAM/Virus scanner
sh make-postfix.spec
cd ‘rpm --eval '%{_ specdir}”
rpm -ba postfix.spec

Or on RedHat 8.0 or newer :
rpmbuild -ba postfix.spec



Once the build is complete you will find an rpm similar to this here:
$HOME/rpm/RPMS/i386/ postfix-2.0.13-3.pgsql.sasl2.tls.rhx.i386.rpm

You can then install it as root using
rpm -Uvh /home/<username>/rpm/RPMS/i386/postfix-2.0.13-3.pgsql.sasl2.tls.rh8.i386.rpm

Similarly you can also obtain the mhash library from following Iwki¢h may change so take npte
http://twtelecom.dl.sourceforge.net/sourceforge/mhash/mhash-0.8.1 7aad. pzild the rpm as

follows:
rpm -ta mhash-0.8.17.tar.gz

Or on RedHat 8.0 or newer:
rpmbuild -ta mhash-0.8.17.tar.gz

If all goes well, you will find two rpms in:
$HOME/rpm/RPMS/i386/mhash-0.8.17-1.i386.rpm
$HOME/rpm/RPMS/i386/mhash-devel-0.8.17-1.i386.rpm

Install them as root:
rpm -Uvh /home/<username> /rpm/RPMS/i386/mhash*i386.rpm

Pam_pgsql

There is a srpm for building a pam-pgsql rprtit://home.teleport.ch/simix/RPMS/Cyrus-
imapd/contriband a binary rpm built on RedHat 8.0. If you are using RedHat 8.0 then just get the
rpm and make sure postgresqgl-libs and mhagims are installed, then install it with:

rpm -Uvh  pam-pgsql-0.5.2-5.i386.rpm

You can rebuild the srpm for your version of redhat as ugtalrebuild <package-name>-

X. X.X-X.SIC.rpm as long apostgresql-devel, pam-devel, mhash and mhash-devel packages are
installed. NOTE:You may need to rebuild this rpm as mBat.since the pam_pgsql module is just
one file it may be easier to just build it from source as explained hereafter.

To install pam_pgsql from source first make sure postgresql-devel, pam-devel, mhash and mhash-
devel packages are installed. Then unpackdhepgsql-0.5.2.tar.gz to a temp directory say
$HOME/work Then do the following:
cd $HOME/work/pam_pgsql-0.5.2
Jconfigure
Su
make; make install

If the build is successful it should create the file:
/lib/security/pam_pgsql.so
Please verify that it did before you continue any further.



Configuration Files

PostgreSQL

Make sure that postgresql is running with the "-i" option. This is done by editing the
/etc/init.d/postgresql file and adding -0 ©-i© in the following line:

su -l postgres -s /bin/sh -c "/ust/bin/pg_ctl -D $PGDATA -p\
/usr/bin/postmaster start > /dev/null 2>&1" < /dev/null

When edited should look like this:

su -l postgres -s /bin/sh -c "/usr/bin/pg_ctl -D $PGDATA -00©-i© -p\
Jusr/bin/postmaster start > /dev/null 2>&1" < /dev/null

Start thepostgresql ~ Server as root :

su
Isbin/service postgresql start
/sbin/chkconfig postgresqgl on

The last command ensures that it always starts at boot.

N.B.
Optionally instead of adding the 2i@ option in the init script you can achieve the same effect by
editing the/var/lib/pgsql/data/postgresqgl.conf file (which is only created after a

database initialization by running postgreatleasbnce)and changing/uncommenting the line
below then restart postgresql:

# Connection Parameters

#
tcpip_socket = true
#ssl = false

This is what Postgr&d_ rpm packagers recommend.

pg _hba.conf

As root open and edit the filedr/lib/pgsql/data/pg_hba.conf
and add/edit the following line at the bottom:



#lvarl/lib/pgsql/data/pg_hba.conf
HHHHHHHHHHHH AR R
#

#...

#

# Put your actual configuration here

#
#

# This default configuration allows any local user to connect with any

# PostgreSQL username, over either UNIX domain sockets or IP.

#

# If you want to allow non-local connections, you will need to add more
# "host" records. Also, remember IP connections are only enabled if you
# start the postmaster with the -i option.

#

# CAUTION: if you are on a multiple-user machine, the default

# configuration is probably too liberal for you. Change it to use

# something other than "trust" authentication.

#

# TYPE DATABASE IP_ADDRESS MASK AUTH_TYPE AUTH_ARGUMENT

#local all trust

# Using sockets credentials for improved security. Not available everywhere,

# but works on Linux, *BSD (and probably some others)

local all ident sameuser
host all 127.0.0.1 255.255.255.255 password

Restart th@ostgresql ~ server as root :

su
/sbin/service postgresql restart




Cyrus Sasl Configuration

smtp authentication in chroot

This sub-section section is for those who need SMTP AUTH functionality. What | detail herg are
the changes | made to saslauthd to make it possible to achieve SMTP AUTH using the PLAIN
mechanism while running postfix in it©s chroot jail. It is however, highly recommended that you
use TLS when using PLAIN smtp authentication for security reasons. First get smtp authentication
working without TLS then reaktc/postfix/samples/sample-tls.cf and the docs in
{usr/share/doc/postfix-2.0.x/TLS/ to enable TLS. (Hint: the openssl-perl rpm is needed

to create SSL certificates.) If you don©t know what SMTP AUTH is then you probably don©t need
it at the moment and you may therefore leave thisSQuificeit to say that it©s mostly used to
allow mobile users to use your MTA from anywhere without turning it into an open relay. (In that
case have a look /etc/postfix'README_FILES/SASL_README and the last two references at
the end of this document to satisfy your curiosity) .

As root:
su
mkdir -p /var/spool/postfix/var/run/saslauthd
rm -rf /var/run/saslauthd
In -s /var/spool/postfix/var/run/saslauthd /var/run/saslauthd

This will avail the saslauthd socket to postfix in it©s chroot jail.

N.B.
The rest of the instructions will be mentioned as you go along, in similar captions.

You have two options.
Option 1 (recommended): eithieist create a filéetc/sysconfig/saslauthd
as root with something like this:

MECH=pam
FLAGS="-n 0"

(For those running cyrus-sasl-2.1.13 or newer, you may also add the 2-c” option to the FLAGS variable i.e.
FLAGS="-n 0 -c" to add caching and improve the saslauthd performance. To know what these parameters mean

please have a look at the saslauthd man pager saslauthd )

Then start the saslauthd server as root :

su
/sbin/service saslauthd start
/sbin/chkconfig saslauthd on

The last command ensures that it always starts at boot.
Or,

Option 2: as root open and edit the fde/init.d/saslauthd look patrticularly for line shown
below in red and add/edit it to be as shown:



### /etc/init.d/saslauthd

#! /bin/bash
#
# saslauthd  Start/Stop the SASL authentication daemon.
#
# chkconfig: - 95 05
# description: saslauthd is a server process which handles plaintext
# authentication requests on behalf of the cyrus-sasl library.
# processname: saslauthd
# Source function library.
. letc/init.d/functions
# Source our configuration file for these variables.
SOCKET=/var/run/saslauthd/mux
MECH=pam
FLAGS="-n 0"
if [ -f /etc/sysconfig/saslauthd ] ; then
. letc/sysconfig/saslauthd
fi
RETVAL=0
# Set up some common variables before we launch into what might be
# considered boilerplate by now.
prog=saslauthd
path=/usr/sbin/saslauthd
start() {
echo -n $"Starting $prog: "
daemon $path -m $SOCKET -a $MECH $FLAGS
RETVAL=$?
echo
[ SRETVAL -eq 0 ] && touch /var/lock/subsys/$prog
return SRETVAL




### [etc/init.d/saslauth@continued ....)

stop() {

echo -n $"Stopping $prog: "

killproc $path

RETVAL=$?

echo

[ SRETVAL -eq 0 ] && rm -f /var/lock/subsys/$prog

return SRETVAL
}
restart() {

stop

start
}
case "$1"in
start)

start

stop)

stop

restart)

restart

status)

status $path

condrestart)

[ -f ivar/lock/subsys/$prog | && restart || :

)
echo $"Usage: $0 {start|stop|status|reload|restart|condrestart}"
exit 1

esac

exit $?

Start the saslauthd server as root :

su
/sbin/service saslauthd start
/sbin/chkconfig saslauthd on

The last command ensures that it always starts at boot.



Cyrus Imap Configuration

Edit the file/etc/imapd.conf and /etc/cyrus.conf
following tables respectively:

to resemble the ones shown in the

B /etc/imapd.conf

configdirectory: /var/lib/imap
partition-default: /var/spool/imap
admins: cyrus
allowanonymouslogin: no
sieveuserhomedir: no

sievedir: /var/lib/imap/sieve
sendmail: /usr/shin/sendmail
hashimapspool: true
sasl_pwcheck_method: saslauthd
sasl_mech_list: PLAIN
unixhierarchysep: yes
autocreatequota: 20000
Imtpsocket: /var/spool/postfix/public/imtp

tls_cert_file: /usr/share/ssl/certs/cyrus-imapd.pem

tls_key file: /usr/share/ssl/certs/cyrus-imapd.pem




### letc/cyrus.conf

# standard standalone server implementation
START {

# do not delete this entry!

recover cmd="ctl_cyrusdb -r"

# this is only necessary if using idled for IMAP IDLE
# idled cmd="idled"
}
# UNIX sockets start with a slash and are put into /var/lib/imap/sockets
SERVICES {

# add or remove based on preferences

imap cmd="imapd" listen="imap" prefork=5
imaps cmd="imapd -s" listen="imaps" prefork=1
pop3 cmd="pop3d" listen="pop3" prefork=3
pop3s cmd="pop3d -s" listen="pop3s" prefork=1
sieve cmd="timsieved" listen="sieve" prefork=0

# at least one LMTP is required for delivery

# Imtp cmd="Imtpd" listen="Imtp" prefork=0
# Imtpunix cmd="Imtpd" listen="/var/lib/imap/socket/Imtp" prefork=1
Imtpunix cmd="Imtpd" listen="/var/spool/postfix/public/Imtp" prefork=1

# this is only necessary if using notifications
# notify cmd="notifyd" listen="/var/lib/imap/socket/notify" proto="udp" prefork=1

}
EVENTS {

# this is required
checkpoint cmd="ctl_cyrusdb -c" period=30

# this is only necessary if using duplicate delivery suppression

delprune cmd="ctl_deliver -E 3" period=1440
# this is only necessary if caching TLS sessions
tlsprune cmd="tls_prune" period=1440

}

Then start the Cyrus Imap server as root :

su
/sbin/service cyrus-imapd start
/sbin/chkconfig cyrus-imapd on

The last command ensures that it always starts at boot.



Pam_pgsql configuration

Edit/Create the filgetc/pam_pgsql.conf to look as follows:
( NB: replace @secret” with a more complex password ):

## letc/pam_pgsql.conf
database = mail
host = 127.0.0.1

user = mall

password =  secret
table = accountuser
user_column = username
pwd_column = password

pw_type = md5

Edit/Create the filéetc/pam.d/mail-auth
## # letc/pam.d/mail-auth
#%PAM-1.0

auth sufficient /lib/security/pam_pgsqgl.so
#auth sufficient /lib/security/pam_unix_auth.so

account required /lib/security/pam_pgsql.so

#account sufficient /lib/security/pam_unix_acct.so

You may uncomment the pam_unix lines if you also want unix shell accounts to have imap mailboxes.

Next, edit/Create the fileetc/pam.d/imap

## # letc/pam.d/imap

#%PAM-1.0
auth required /lib/security/pam_stack.so service=mail-auth
account required /lib/security/pam_stack.so service=mail-auth

The advantage about this scheme is that should one need to change the authentication modules only one file:
/etc/pam.d/mail-auth, need be chang@&thapks to Simon Matter for this t)p!

If you will use Cyrus also for POP-Service just cdgte/pam.d/imap to/etc/pam.d/pop The
current web-cyradm uses sieve, so you must also make a pam module configuration for the sieve service by
copying/etc/pam.d/imap to/etc/pam.d/sieve as follows:

cp /etc/pam.d/imap /etc/pam.d/pop
cp /etc/pam.d/imap /etc/pam.d/sieve

If you also want smtp authentication then:

cp /etc/pam.d/imap /etc/pam.d/smtp

(Please remember the additional postfix configuration required for smtp-auth. )




Web-cyradm

Assuming your apache and php modules rpms are installed correctly dRegidat Linux untar
web-cyradm-0.5.4.tar.gz into /variwww/html

cd /variwww/html

tar xvzf web-cyradm-0.5.4.tar.gz

mv web-cyradm-0.5.4 web-cyradm
mkdir  /var/log/web-cyradm

chown apache /var/log/web-cyradm

and you should now find a directoryar/www/html/

Inside this directory there exists a scripts directory which contains postgresql and mysql database
schema that you should use.

At this point, if you are using RedHat Linux 9 or have chosen to upgrdiestgreSQL-7.3.xpms
please go to the Appendix section and read the RedHat 9 Notes before you proceed.

Database Scripts

Note about upgrading from older versions

Those upgrading from web-cyradm version-0.5.3 or older need to first dump the data because the
database schema has change slightly. Also beware that your plain text passwords will no longer
work unless you manually convert them to md5 or keep the system configured for plain text
passwords.

First dump the old data to a backup file:

pg_dump -a -D -O -R -U mail -W -h 127.0.0.1 mail > mail_old_dump.sql
Now create the new database schema:

psql mail -U mail -W -h 127.0.0.1 -f /var/www/html/web-cyradm/scripts/create_pgsql.sql
finally, restore the old data:

psql mail -U mail -W -h 127.0.0.1 -f mail_old_dump.sql

The name and format of the web-cyradm configuration file has also changed so please go to the
aweb-cyradm configuration " section below and update it be as shown.

For those doing a fresh install here is where you start.

First create the needed tables in the database:

su
Su - postgres
createuser -P mail

NB: When prompted, please use the same password as that in /etc/pam_pgsql.conf (above)

createdb mail

exit

exit

psqgl mail -U mail -W -h 127.0.0.1 <\
Ivariwww/html/web-cyradm/scripts/create_pgsql.sql



Using md5 passwords : ### mdSpasswd.pl
Web-cyradm version 0.5.4 now enables md5 #usr/bin/per]
passwords to be used with PostgreSQL for better
security . However the initial admin user and the
cyrus user md5 passwords need to be created #
externally. _ , # A simple perl script to
The md5passwd.pl shown here is a simple perl s¢ript

that should work with RedHat Linux 8 or newer or | 9enerate mds passwords
RedHat 7.x with perl-Digest-MD5 rpm installed.  |#
Create this file and make it executable as follows:| 4 ysage: ./mdspasswd.pl <input> [enter]

chmod +x md5passwd.pl #

use Digest::MD5 qw(md5_hex);

Now create the cyrus user password 2secret”:
y P print md5_hex("$ARGV[0]"), "\n";

/md5passwd.pl secret

The result in this case is:
5ebe2294ecd0e0f08eab7690d2a6ee69

Similarly for admin with password 2test” the result is:
098f6bcd4621d373cade4e832627b46

Now that we have our md5 passwords we need to insert them to the database by running:

psql mail -U mail -W -h 127.0.0.1

You will be prompted for a password. Enter the password you had entered when you run the
Acreateuser -P mail ° command and execute the following SQL queries (Notice our md5
passwords generated above in use here):

INSERT INTO accountuser (username, password) VALUES (©cyrus©, © 5ebe2294ecd0e0f08eab7690d2abee69  ©);

INSERT INTO adminuser (username, password) VALUES (©admin®©, © 098f6bcd4621d373caded4e832627b4f6 ©);
INSERT INTO domainadmin (domain_name,adminuser) VALUES (©*©,©admin®©);

\q

Please note that web-cyradmil automatically generate md5 passwords for other accounts as they
are added/edited and the above md5passwd.pl will not be needed anymore.

Make sure that you remember the cyrus user©s password. You will need it tecfiktlserAss
field required in the filevarimww/html/web-cyradm/config/conf.php described later in the next
section of this document. Test it as follows:

Su - cyrus
-bash-2.05b$ cyradm --user cyrus --server localhost
IMAP Password:

localhost.localdomain> quit

-bash-2.05b$quit

Optionally, you may also add a sasl user account called cyrus with the same password as follows:
su
saslpasswd? -c cyrus
Password: (enter your passwd)
Again (for verification): (enter your password)

(This step may be helpful for those using SMTP-AUTH because it creates a /etc/sasldb2 file which may pe needed.



Web-Cyradm Configuration

to

Copy variwww/html/web-cyradm/ config/  conf.php.dist
Ivarlwww/html/web-cyradm/ config/ conf.php

As follows:
cp varfwww/html/web-cyradm/ config/  conf.php.dist\

Ivarlwww/html/web-cyradm/ config/
Open and edit the fileariwww/htmi/web-cyradm/

conf.php
config/

conf.php

the table below. The most critical parts are highlighted.

to look like the one shown in

### [varlwww/html/web-cyradm/config/conf.php

/I Set Default language
$DEFAULTLANG ="en_US";
# The Cyrus login stuff
$CYRUS = array(
©HOST© => ©localhost®,
OPORTO => 143,
©ADMIN® => ©cyrus©,

OPASS© =>0 secret ©

)

/* DB_TYPE

Possible Values are:

o mysq|l

o pgsql

To operate a mailsystem with postgreSQL you will need a patch for

Postfix. Other Databases need to be supported by PAM and postfix

*/

$DB = array(
O©TYPE® =>0© pgsql ©,

©OUSER® => ©mailo®,

©OPASS© =>0© secret ©,

©PROTO® =>© tcp ©, /I set to "tcp" for TCP/IP
©HOST© => ©localhost®,
ONAME® => ©mail®
)
$DB[ODSNO] = sprintf(©%s://%s:%s@%s+%s/%sO,
$DB[OPASS©], $DB[OPROTOE],
$DB[OHOST®], $DB[ONAME®)]);
# Where should web-cyradm write its log to?

$LOG_DIR = "/var/log/web-cyradm/";

$SESS_TIMEOUT = 1000;

$DB[OTYPE®©], $DB[OUSER®],

# The default timeout in seconds for a session, after that you have to login again

<?php
R R T R R R
# This is web-cyradm Version 0.5.4 CVS#

# $1d: conf.php.dist,v 1.3.2.2 2003/07/05 13:36:03 luc Exp $#

T T T T T T T T T T R T BT T R T T




### lvarlwww/html/web-cyradm/config/conf.php .... continued

# The default quota sets the default quota for new domains
$DEFAULT_QUOTA =20000 ;

# Defines if passwords are encrypted or not.

# Valid Values:

# - plain 0 No encription is used

# - crypt 1 (shadow compatible encription)

# - mysql 2 (MySQL PASSWORD function)

# - md5 3 (MD5 digest)

$CRYPT =" md5";

# web-cyradm is compatible with cyrus-imapd-2.0.16 (and earlier?)

# however, if you are using 2.1.x and wish to use email addresses

# with .©s in them such as ©john.doe@mydomain.com® you can set this
# option DOMAIN_AS_PREFIX to ©1©. NOTE: you also have to add this
# line to your imapd.conf file:

##H# imapd.conf: #HH

# unixhierarchysep: yes

HitHH

$DOMAIN_AS_PREFIX =1;

# At the moment, web-cyradm supports two methods of password change:
# - through sql

# - poppassd

# sql is the default

$PASSWORD_CHANGE_METHOD = "sql";

# Turn up error reporting level. This overrides settings in your php.ini

#

#E_ALL - All errors and warnings

# E_ERROR - fatal run-time errors

# E_WARNING - run-time warnings (non-fatal errors)

# E_PARSE - compile-time parse errors

# E_NOTICE - run-time notices (these are warnings which often result
# from a bug in your code, but it©s possible that it was

# intentional (e.g., using an uninitialized variable and

# relying on the fact it©s automatically initialized to an

# empty string)

# E_CORE_ERROR - fatal errors that occur during PHP®s initial startup

# E_CORE_WARNING - warnings (non-fatal errors) that occur during PHP©s
# initial startup

# E_COMPILE_ERROR - fatal compile-time errors

# E_COMPILE_WARNING - compile-time warnings (non-fatal errors)
#E_USER_ERROR - user-generated error message

# E_USER_WARNING - user-generated warning message

# E_USER_NOTICE - user-generated notice message

error_reporting(E_ERROR);
$VERSION="0.5.4-rc2";




Postfix Configuration

The file /etc/postfix/main.cf is the main configuration for postfix. It has to be altered to include the
proxymaps pointing to the database lookups among other things.

Using the postfix©s proxymap daemon for the database lookups is a of particular advantage
especially for busy servers. The reason being that busy mail servers using postgresql maps will
generate lots of concurrent pgsql clients, so the postgresql server(s) majtoepmany

connections"” errordt solves the problem by Isharing one open table among multiple processes.

It is assumed that the proxymap process is not chrooted. By default, the postfix rpms from Simon
Mudd which we are using in this document, does not have proxymap chrooted. (But please feel
free to verify this by looking at your /etc/postfx/master.cf)

As root open and edit /etc/postfix/main.cf on the following few highlighted sections:

(Please NOTE that there are many other options that you can set in this file. For example maximum
mail size e.tc. Look at /etc/postfix/samples/ directory for examples. What is shown is the minimum
required for a basic cyrus-imapd system.)



##letc/postfix/main.cf

# You need to replace this with the official fully qualified name of the mail server

myhostname = mailhost.somewhere.example

# The mydomain parameter specifies the local internet domain name.The default is to use $myhostname
# minus the first component. ..et.c

mydomain = somewhere.example

# SENDING MAIL

myorigin = $myhostname

proxy_read_maps=  proxy:unix:passwd.byname proxy:pgsql:/etc/postfix/pgsql-virtual.cf
proxy:pgsql:/etc/postfix/pgsql-canonical.cf
proxy:pgsql:/etc/postfix/pgsql-mydestination.cf

#...etc

# The mydestination parameter specifies the list of domains that this machine considers itself the

# final destination for. That includes Sendmail-style virtual domains hosted on this machine.

mydestination = localhost, localhost.localdomain, $myhostname, localhost.$mydomain
#..... etc
local_recipient_maps = proxy:unix:passwd.byname $alias_maps

unknown_local_recipient_reject_code = 550
alias_database = hash:/etc/postfix/aliases
alias_maps = hash:/etc/postfix/aliases
#...etc

virtual_maps=  proxy:pgsql:/etc/postfix/pgsql-virtual.cf

# The virtual_alias_domains parameter specifies the names of virtual
# alias domains ....

virtual_alias_domains = proxy:pgsql:/etc/postfix/pgsql-mydestination.cf

# Outgoing addresses should be rewritten from e.g test0002 at domain to user.name at
# virtualhost.com. This is important if you like to use a webmail interface.
sender_canonical_maps = proxy:pgsql:/etc/postfix/pgsql-canonical.cf

#

mailbox_transport = Imtp:unix:public/lmtp

fallback_transport = Imtp:unix:public/lmtp

#....etc

ITRTRTRTRTTIT

HtHHHHHHHHHAH SMTP Authentication with SASL and PAM #HHHHEHIHIHIHEHEHEHEHE ]

#### This section is optional for those who want SMTP-AUTH. You may leave it out all together.

####In order to enable SASL support in the SMTP server:

smtpd_sasl_auth_enable = yes

#### In order to allow mail relaying by authenticated clients:

smtpd_recipient_restrictions = permit_mynetworks permit_sasl_authenticated reject_unauth_destination
smtpd_sasl_security_options = noanonymous

smtpd_sasl_local_domain =

##i# Please NOTE: the above line is deliberately equated to a ablank as in nothing.

#### Older Microsoft SMTP client software implements a non-standard version of the AUTH protocol
### syntax, To accommodate such clients in addition to conformant clients, uncomment the next line.

broken_sasl_auth_clients = yes

Ly L L gy




As root create the filéetc/postfix/pgsql-virtual.cf

and put the following entries:

## [etc/postfix/pgsql-virtual.cf

HHHHH R R
# pgsql config file for alias lookups on postfix

# comments are ok.

#

# the user name and password to log into the pgsql server
hosts = 127.0.0.1

user = mail

password = secret

# the database name on the servers

dbname = mail

# the table name
table = virtual

#

select_field = dest

where_field = alias

additional_conditions = and status = ©1©

As root create the fildetc/postfix/pgsgl-mydestination.cf
entries:

and put the following

## [etc/postfix/pgsgl-mydestination.cf

# HHHHHHHH T R R

# pgsql config file for local domain (like sendmail©s sendmail.cw)
# lookups on postfix

# comments are ok.

#

# the user name and password to log into the pgsql server

hosts = 127.0.0.1

user = mail

password = secret

# the database name on the servers

dbname = mail

# the table name

table = domain

#

select_field = domain_name

where_field = domain_name




As root create the filéetc/postfix/pgsgl-canonical.cf

and put the following entries:

## letc/postfix/pgsgl-canonical.cf

#

hosts = 127.0.0.1

user = malil

password = secret

# the database name on the servers

dbname = mail

# the table name

table = virtual

#

select_field = alias
where_field = username

# Return the first match only

additional_conditions = and status = ©1© limit 1

B AR R R R R R

# pgsql config file for canonical lookups on postfix comments are ok.

# the user name and password to log into the pgsql server




This next caption is for those who require SMTP -AUTH functionality.

As root create the filéusr/lib/sasl2/smtpd.conf and put the following two lines:

pwcheck_method: saslauthd
mech_list: PLAIN

This is enough to achieve PLAIN SMTP-AUTH functionality. After starting postfix as detailed
outside this caption, test it as detailedetie/postfix’yREADME_FILES/SASL_README file. Here
is a typical successful test session (the highlighted lines are what | typed):

[koros@tux koros]$ telnet localhost 25
Trying 127.0.0.1...

Connected to localhost.

Escape character is ©"[©.

220 tux.hiddendomain.co.ke ESMTP Postfix
EHLO localhost
250-tux.hiddendomain.co.ke
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-AUTH PLAIN

250-AUTH=PLAIN

250-XVERP

250 8BITMIME

AUTH PLAIN YW5kecmV3Lmtvem9zZS5uZXQAYW5kemV3Lmtvem9zZS5uZXQAdGVzdA==
235 Authentication successful

quit

221 Bye

Connection closed by foreign host.

Once everything is working now retfte  docs in/usr/share/doc/postfix-2.0.x/TLS/ and
look at the sample filéetc/postfix/samples/sample-tls.cf to learn about TLS. To
enable TLS transport for postfix edit yfic/postfix/master.cf and uncomment the smtp

line by removing the highlighted character:

#tletc/postfix/master.cf

##

# service type private unpriv chroot wakeup maxproc command + args
# (yes) (yes) (yes) (never) (100)

#

smtp inet n - y - - smtpd
#smtps inet n - n - - smtpd

This is not enough. You must now read and understand Reference no. 10 (see the Reference
and look atetc/postfix/samples/sample-tls.cf and add all the necessary entries in it to
/etc/postfix/main.cf. A quick way to do it is:

echo “$(cat /etc/postfix/samples/sample-tls.cf)” >>/etc/postfix/main.cf

This will append the contents of thée to the end ofetc/postfix/main.cf.
Now edit/etc/postfix/main.cf accordingly.

Start thepostfix ~ server as root :

su
/sbin/service postfix start
/sbin/chkconfig postfix on

The last command ensures that it always starts at boot.

below

(2]

s Section)



Finally start the apache web server as root :

su
/sbin/service httpd start
/sbin/chkconfig httpd on

The last command ensures that it always starts at boot.
Now launch your favorite browser and point itiitp://localhost/web-cyradn¥ou should see the
following screen :

%  web-cyradm - Mozilla:
File Edit Wiew Go Bookmarks Tools Window Help

®@ @ \% http://localhost/web-cyradm/ @| @ ®O

@Home @Bookmarks & Red Hat Netw... & Support @ shop @Products @Training §JavaMail Tutor... $la
® [@The web-cyradm project page l@}webfcyradm I Red Hat -- Linux, Embedded ... 1 @

Web—cwradm

by Lus Del bl
by Luz Delouw [

Welcome to Web-cyradm
This is only for authorized users

Please authenticate yourself

admin
PRAE Submit
uage | English (US) =
© 2002, 2003 by luc de louw | see | translated by: [~
1| D=
© G & & pone  —

You can now add domains and accounts. Login as admin with password 2test® or whatever plain
password you used to generate the md5 password when you executed this SQL command:

“INSERT INTO adminuser (username, password) VALUES (©admin®©, © 098f6bcd4621d373caded4e832627b4f6 ©);"

to add domains and domain admins and domain users. Look at the screenshots below :

¥ web-cyradm - Mozilla

File Edit View Go Bookmarks Tools Window Help

@@ @ [% http://localhost/web-cyradm/index.php?action=newdomain&domain=new @] @ @O

@Home @ Bookmarks & Red Hat Netw... @Support @shop @Products @Training & JavaMail Tutor... §rlava Tutorials ... €
® [@ The web-cyradm project page | @ web-cyradm |__Red Hat -- Linux, Embedded Li... | ®

Neb—cwradm

by Luz GaLaum

Superusers Menu Domainmasters menu

\ | | | | Jrome Jiocou BTN .

-> Logged in as user: admin -> Your role is: Superuser -> Current domain is: new

ADD NEW DOMAIN

Domainname
Allow Free Mail Addresses [+
Maximum Accounts

Default Quota in Kilobytes

Standard Mailboxes

emailadress where the default aliases should be mapped (empty means no mapping)

Mail transport

Leave this as is, unless you know what you are doing
I = Parameter |

sk |

1© 2002, 2003 by luc de louw | see | transiated by:
0 @ & @ Done | —




Once you add a few domains you will see the following:

FEile Edit View Go Bookmarks Teools Window Help

@@ @ |% http://localhost/web-cyradm/index.php

@iHome @ Bookmarks @Red Hat Netw... @Suppcrt @Shop @ Products @Training '@JavaMa\l Tutor... @Java Tutorials ... ¢
@[@The web-cyradm project page ]@web—cyradm I Red Hat -- Linux, Embedded Li... 1 &

Web—cyadm

Superusers Menu

by Luc De Lo

Domainmasters menu

| | | | | Noome Jiocou SRS

-> Logged in as user: admin -> Yourrole is: Superuser -> Current domain is: No domain selected
BROWSE DOMAINS
m default quota per user
korose.net 20000
tux:localdomain 10 20000
@ 2002, 2003 by luc de louw | see | translated by:
© & @U @& pone ) =m=gf
H “ ” H H
Click on the “accounts” for the repective domain to add accounts
w B radm, - il ' = [ =
File Edit View Go Bookmarks Tools Window Help
@@ @ [5 http://localhost/web-cyradm/index.php?action =newaccount&domain=korose . @| @ @ o
@Home @Bookmarks & Red Hat Netw... @support @shop @Products @ Training & JavaMmail Tutor... §rlava Tutorials ...
@ [@ The web-cyradm project page | @ web-cyradm |__Red Hat -- Linux, Embedded Li.... | @
I.I.I tl Ij by Lug Deloum [2]
Superusers Menu Domainmasters menu
| | | Joone Jioacut IR |
-> Logged in as user: admin -> Your role is: Superuser -> Current domain is: korose.net
ADD NEW ACCOUNT TO DOMAIN: KOROSE.NET
Total accounts: 4
Email address 2 @korose.net
quota T
Password i
Confirm Password
ETTT
© 2002. 2003 by luc de louw | see | translated by Ed
10 G & & pone il
Upon subm|tt|ng
File Edit View go Qookmarks Tools Window Help
3
@@ @ ‘% http://localhost/web-cyradm/index.phpPaction =accounts&domain=korose.net @| @ @O
l@iHome @ Bookmarks & Red Hat Netw... @ Support @Shop @Products @ Training S JavaMail Tutor... $§elava Tutorials ... @ SNIPS Metwor...
® [@The web-cyradm project page ]@webfcyradm I Red Hat -- Linux, Embedded Li... ] &
By [ue eloum —

hleb—curadm

Superusers Menu

Domainmasters menu

| | | | J nome Jiocou: [ FFFIRN

-> Logged in as user: admin -> Your role is: Superuser -> Current domain is: korose.net

BROWSE ACCOUNTS FOR DOMAIN KOROSE.NET

Total accounts: 4
Disp\aying from position: 0

Em Last
IIIIIIEEIIIIII“!MHIBEEHIMIIIEHE!.

2940 KBytes out of 20000 KBytes
andrew@korose.net andrew.korose.net n/a (14.70%)
AR | R e e 0 KBytes out of 20000 KBytes

DE@ @ oone

[ |t L

It's just that easy!



Security Considerations

Cyrus imap is meant to be run on "sealed" servers, where users are not normally permitted to log in.
But usually, sometimes due to shortage of resources, the server could have shell accounts for users
for other purposes. This presents a security concern since a large number of the configuration files
detailed here have passwords shown in plain text. To minimize the tisipo¥ilegedusers getting

these passwords do the following:

su -
chown root /etc/pam_pgsql.conf

chown postfix /etc/postfix/pgsql-canonical.cf \
letc/postfix/pgsql-virtual.cf \
letc/postfix/pgsql-mydestination.cf

chown apache /var/www/html/web-cyradm/config/conf.php

chmod 600 /etc/pam_pgsql.conf /var/www/html/web-cyradm/config/conf.php \
/etc/postfix/pgsqgl-canonical.cf \
letc/postfix/pgsql-virtual.cf \
letc/postfix/pgsql-mydestination.cf

psql -U mail -W -h 127.0.0.1 mail
REVOKE ALL PRIVILEGES ON
accountuser, adminuser, alias, domain, domainadmin, search, virtual FROM PUBLIC;

\q

The next few commands are optional for the truly paranoid:

groupadd wheel
chgrp wheel /bin/su /usr/bin/reboot /usr/bin/halt
chmod 4750 /bin/su /usr/bin/reboot /usr/bin/halt

If you have sudo installed you may also want to:
chgrp wheel /usr/bin/sudo; chmod 4750 /usr/bin/sudo

In this case only members of the 2wheel® group can su , sudo halt etc on the system.

Now that web-cyradm supports md5 passwords there is really no excuse to use plain ones in the
database. Lastly, change the passwords shown in this document to more complex ones. To change
the cyrus user©s password do:

psql -U mail -W -h 127.0.0.1 mail
UPDATE accountuser SET password=0xxxxxx© WHERE username=©cyrus®;

\q

Where 2xxxxxx° here is the desired md5 password generated using the md5passwd.pl script
discussed in thelfsing md5 passwords © section.

This should minimize local security concerns. To further tighten security please look at @man
hosts.allow® to use tcp-wrappers to restrict your imap session. For example

#tletc/hosts.allow #tletc/hosts.deny

HEHEHH R R A S T T S SRR R
# hosts.allow This file describes the names of the hosts which are # hosts.deny This file describes the names of the hosts which are
# allowed to use the local INET services, as decided # *not* allowed to use the local INET services, as decided

# by the ©/usr/sbin/tcpd®© server. # by the ©/usr/sbin/tcpd®© server.
# #

# #

# #

# #

ALL: 127.0.0.1 LOCAL ALL:ALL

imap: ALL EXCEPTbad.network.com



Troubleshooting

If you have reached this point and you are still having problems, here is a quick checklist to help in
troubleshooting. (You are however advised to check postfix, cyrus and web-cyradm on-line FAQ®©s
for more help. A tail of your /var/log/maillog may also help to reveal the cause of the problems).

Authentication problems
1. Is PostgreSQL running and listening on port 5432 .

Test it with :
psqgl -U mail -h 127.0.0.1 -W mail
or
telnet 127.0.0.1 5432

Follow all the instructions about postgresql at the beginning of
the document if the tests fail.

2. Have you setup the correct database name, protocol, username and password to postgresql on
conf.php ?

$DB = array(
OTYPE® =>0© pgsql ©,

©OUSER® => ©mailo®,

©OPASS© =>0© secret ©,

©PROTO® =>© tcp ©, Il set to "tcp" for TCP/IP
©HOST© => ©localhost®,

ONAME® => ©mail®

)

3. Is the postgresql php driver installed? :
“rpm -q php-pgsal
should give something like:
php-pgsql-4.2.2-8.0.7

4. Isthe postgresql php driver enabled in tbe/php.ini :?
make sure the following line is in the 2Dynamic Extensions® sectidatofphp.ini
exists and is not commented out:

extension=pgsql.so

5. Are you having sieve authentication problems watrelsieveon squirrelmail ?
Some php scripts require that you toegister_globals on in theletc/php.ini file.
Therefore find the following line and edit it to look as follows:

register_globals = On

6. Having problems changing superuser password and domain admin passwords using web-
cyradm? At the time of writing there seems to be a bug with web-cyradm- 0.5.3-1 and earlier
when dealing with "plain" passwords and domain admins. The problem is no longer there in
web-cyradm- 0.5.4. For those still using web-cyradm- 0.5.3-1 , it seems like for postgresql it
creates the account but sets a blank password. Similarly, if you use web-cyradm to change the
admin (superuser) password it will insert a blank password. The workaround is to manually set



the password in the database.

To manually set the password on postgresql do the following:

psql -U mail -W -h 127.0.0.1 mail

UPDATE adminuser SET password=0xxxxxx© WHERE username=©admin®;
UPDATE adminuser SET password=0xxxxxx© WHERE username=©someDomainadmin®;
\q

where ©Oxxxxxx© is the password you want.

7. Can®t receive systems© postmaster©s mail?: Please add an alias in /etc/postflx/allases pointing tc
the email of the system adminstator then nug/8vin/postalias /etc/postfix/aliases

##letc/postfix/aliases
HHBH
#.... there are other entries here

postmaster: root
root: postfix
postfix: admin@mydomainsomwhere .com

8. Are you usingPostgreSQL version 7.2.x or 7.3.XPlease note that version 7.3.x of PostgreSQL
is NOT compatible with 7.2.x. If you choose to upgradétstgresql-7.3.please note that 7.3
requires all client programs to be recompiled with the newer library and a dump and restore of
your database data if you were already runpiogtgresql-7.2.or earlier.

RedHat provides a special rpm calpestgresql72-libs together with theostgresql-
7.3.2-3 rpms to solve the problem and avoid recompiling client applications. The two srpms are
available here:

http://mirrors.kernel.org/redhat/redhat/linux/rawhide/SRPMS/SRPMS/

download and rebuild them as follows
rpmbuild -—rebuild postgresql-7.3.2-3.src.rpm
rpmbuild -—rebuild postgresql72-1-3.src.rpm

Now install the rpms as usual then proceed to the Appendix Section and read the RedHat 9
notes which apply t®ostgreSQL7.3.x

Logging Errors:

1. Did you create the log directory?
mkdir /var/log/web-cyradm

2. Is it writeable by apache?
chown apache /var/log/web-cyradm



Routine tasks

After a creating or deleting a large number of accounts always vacuum the database:

su
Su - postgres
{usr/bin/vacuumdb -f -a -z

A good idea would be to create a cron job to run once at night say at midnight to vacuum the
postgresql database. Especially if you often add/delete accounts. Here is how to do a simple
crontab that runs one hour after midnight. This assumes that you know how to use the vi editor :

su
Su * postgres
crontab -e
###Sample postgres crontab to vacuumdb
MAILTO=root
0 1 ** * Jusr/bin/vacuumdb -f -a -z >>/dev/null 2>&1

Important Security/Bug Note:
PostgreSQL versions 7.2.1 and 7.2.2 contain a serious issue with the VACUUM command

when it is run by a non-superuser. It is possible for the system to prematurely remove old
transaction log data (pg_clog files), which can result in unrecoverable dateFlesse
upgrade to 7.2.Beehttps://rhn.redhat.com/errata/RHSA-2003-001.html



Final Words Of Advice

Cyrus is a complex piece of software. To really manage it properly my advice is that you need to
understand a little more about how cyrus works.

Have a look at the book :

"Managing IMAP" By Dianna Mullet &Kevin Mullet Published by O©Reilly&Associates

while it refers to version 1.x series and a bit of version 2.0.x of cyrus, it is well written and will
help to give the big picture and answer a few of any puzzling questions about the cyrus-imap
system.

Also look at the docs ifusr/share/doc/cyrus-imapd-2.1.x/ on yourLinux machine.

Above all be patient,don®©t give up, check the various cyrus, web-cyradm and postfix mailing list
archives and it will eventually work as it worked for me.

Additional Ideas

If you like Sieve and you use squirrelmail then, checkwetsievé!
http://pacific.edunet.uoa.gr/projects/avelsievAhother nice sieve tool Smartsieve
(http://smartsieve.sourceforge.netlso written in php. Note however, that for cyrus-imapd
versions before 2.1.12 sieve doesn®©t seem to work with cyrus mailboxes of the type
auser/firstname.secondname® for example when using ihiehferarchysep: yes © option in
the/etc/imapd.conf because of the dot.

If you use squirrelmail heavily, please consider up-imap proxy:
http://freshmeat.net/projects/imappro@yid rpms herénttp://home.teleport.ch/simix/RPMS/Imapproxy/
Java developers can replace the web-cyradm with a servlet and take advantage of the javamail
API

Extend the interface to handle domain aliases

Use OpenLDAP to manage users and addresses Agood example is Jamm
(http:/famm.sourceforge.net/but doesn©t use cyrus-imapd though :(-

Multiple IMAP/POP servers for distributed load. (See Perdition
http://vergenet.net/linux/perdition/

Use Replication for redundancy and load balancing: chechwnirror works beautifully :-)
http://developer.postgresgl.org/cvsweb.cqi/pgsal-server/contrib/dbmirror/




SECTION|-Redhat9Notes

RedHat Linux 9 ships with PostgreSQL -7.3.2 and this presents a special problem for those who want to use
cyrus-imapd with web-cyradm and postgresql7.3. While RedHat Linux 9 has many enhancertadtys

the Native POSIX Thread Library(NPTL) which improves performance and many more (see
http://www.gurulabs.com/RedHatLinux9-review.hjnthe php version that it ships has a bug in it©s

PEAR:DB that relates to PostgreSQL 7.3BEARIs a framework and distribution system for reusable PHP
components. Web-cyradm uses PEAR to connect to the PostgreSQL/MySQL databases.

Specifically,modifyLimitQuery() function in pear generates wrong LIMIT clausghis is not RedHat©s
fault though, this bug was fixed in a later version of PEAR:DB namely pear-1.4.0
(http://pear.php.net/package-changelog.php?pacid=46&release=1.4.0)

The work-around to this problem is to upgrade the php PEAR:DB component to the version 1.4.0. However
since this is not a part of the official RedHat rpm for php then if you later use rpm to update php, which
usually happens when RedHat gives a security update, then your changes will be overwritten. So always
remember to repeat this procedure whenever that happens.

| describe this 2hack® here as a temporary solutidBeation Il but since it©s unofficial | don©t know what

else it may breakrou are thereforadvisedo useRedHat-7.3/8.0 instead while waiting for an official php

rpm that includes the newer PEAR:DBhe current redhat rawhide and beta(severn) has a srghdor

4.3.2but | have®©nt tested them, here: http://rawhide.redhat.com/pub/redhat/linux/rawhide/SRPMS/SRPMS/ ).
However, feel free to use MySQL instead of PostgreSQLwhich also comes with RedHat 9. (1€l briefly
describe it irSection I1I)

Upgrading RedHat 9 PEAR:DB to 1.4.0
DownloadPEAR:DB Distribution DB-1.4.0 here: http://pear.php.net/get/DB-1.4.0.tgz

Then do the following:
su
tar xvfz DB-1.4.0.tgz -C /usr/local
mv /usr/share/pear/DB /usr/share/pear/DB_RedHat
In -s /usr/local/DB-1.4.0/DB /usr/share/pear/DB

You may now proceed with sectioD&tabase Scripts °



SECTION Il -MySQL rpm Notes

For those who want to use RedHat 9 with web-cyradm and MySQL this is not a complete reference
but a few tips on getting an rpm based system working. The rest of the cyrus-imapd setup is as
described in the earlier part of the document but with a few changes to postfix configuration. For
further clarification look at Luc©s Howtdtp://www.delouw.ch/linux/Postfix-Cyrus-Web-cyradm-
HOWTO/html/index.htm

Install the following rpms included in your RedHat Linux CD®©s (usually in disc3):

1. mysql-3.23.x4386.rpm

2. mysql-server-3.23.x¥386.rpm
3. php-mysql-4.x.X386.rpm

4. mysqgl-devel-3.2%x.i386.rpm

As follows:
su
rom -Uvh < package-X.xx-x.i386.rpm >

Then in your home directory do the following as a non-root user if you haven®©t done it already:

mkdir -p $HOME/rpm/RPMS/i386

mkdir SHOME/rpm/SRPMS

mkdir SHOME/rpm/SPECS

mkdir $HOME/rpm/SOURCES

mkdir $SHOME/rpm/BUILD

echo "%_topdir $HOME/rpm" >$HOME/.rpmmacros

Obtain and install the source rpm for postfeeoftware Requirements section for the URLEs
rpm -ivh postfix-2.0.13-3.src.rpm
cd Arpm --eval ©%{_sourcedir}©A
export POSTFIX_REDHAT_MYSQL=1
export POSTFIX_SASL=2
export POSTFIX_TLS=1 # This is optional and requires openssl-devel
sh make-postfix.spec
cd Arpm --eval ©%{_specdir}©A
rpmbuild -ba postfix.spec

Download pam_mysql srpm frohitp://home.teleport.ch/simix/RPMS/Cyrus-imapd/contrib/

wget -c  http://home.teleport.ch/simix/RPMS/Cyrus-imapd/contrib/pam _mysqgl-0.5-0.src.rpm

Make sure pam-devel rpm is installed, then rebuild the pam_mysqgl rpm as usual:
rpmbuild -£rebuild pam_mysql-0.5-0.src.rpm

Then install the resulting rpms:

rpm -Uvh /home/<username>/rpm/RPMS/i386/pam_mysql-0.5-0.i386.rpm

rpm -Uvh /home/<username>/rpm/RPMS/i386/ postfix-2.0.13-3.mysqgl.sasl2.tls.rh9.i386.rpm
Then do the following:

su -

/sbin/service mysqld start

/sbin/chkconfig mysqgld on

mysql mysql </var/www/html/web-cyradm/scripts/insertuser_mysql.sql

mysql mail < /var/www/html/web-cyradm/scripts/create_mysql.sql

mysql mysq|

GRANT ALL ON mail.* TO mail@127.0.0.1 IDENTIFIED BY ©secret© WITH GRANT OPTION;
quit

mysqgladmin reload



Edit/create /etc/pam.d/mail-auth
#%PAM-1.0

auth sufficient /lib/security/pam_mysql.so user=mail passwd=secret host=localhost \
db=mail table=accountuser usercolumn=username passwdcolumn=password crypt=1 sqlLog=0

#auth sufficient /lib/security/pam_unix_auth.so

account required /lib/security/pam_mysql.so user=mail passwd=secret host=localhost \
db=mail table=accountuser usercolumn=username passwdcolumn=password crypt=1 sqlLog=0

#account sufficient /lib/security/pam_unix_acct.so

Note The "\"  should not be there. They indicate that the line continues onto the next and should not
wrap.

letc/pam.d/imap remains as it was shown for postgresql i.e.

#%PAM-1.0

auth required llib/security/pam_stack.so service=mail-auth
account required llib/security/pam_stack.so service=mail-auth
Then,

cp /etc/pam.d/imap /etc/pam.d/pop
cp /etc/pam.d/imap /etc/pam.d/sieve
cp /etc/pam.d/imap /etc/pam.d/smtp

Now you need to configure postfix and web-cyradm by editing thevilgiww/htmi/iweb-
cyradm/config/conf.php . It©s almost idetical to what was done for the postgresqgl version except that
apgsql° becomes 2mysqgl°. Please make reference to Luc©s howto . A text version is included in the

web-cyradm doc directory:
Ivariwww/html/web-cyradm-0.5.4/doc/Postfix-Cyrus-Web-cyradm-HOWTO.txt

IMPORTANT:

The postfix rpm version described here runs fully chrooted. It will need to connect to mysql over
tcp. So remember to replace 2hosts = localhost® in the mysql-mydestination.cf, mysql-virtual.cf and
mysq/l-canonical.cf with 127.0.0.1 for example:

# /etc/potsfix/mysql-mydestination.cf

R R I P T R R T T R I B R R
# the user name and password to log into the mysql server

hosts = 127.0.0.1

user = mail

password = secret

# the database name on the servers
dbname = mail

# the table name

table = domain

#

select_field = domain_name
where_field = domain_name

A tail of /var/log/maillog as postfix is running will give you an idea of what problems postfix may

be having while attempting to connect to mysql:
Su
tail -f /var/log/maillog
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